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2

Workshop Introduction

■ Part of a European Space Agency (ESA) initiative to 
strengthen space competencies in Hungarian companies.

■ Designed for engineers, managers, and specialists who 
want to learn about GNSS 

■ Focus on vulnerability and resilience

■ Organized by Integricom Hungary, but mostly driven by 
invited lecturers and with extensive support from BME

■ Part A: non-technical overview (first few hours)

■ Part B: technical exploration
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Integricom Hungary

■ Budapest-based engineering company specialised in high-integrity 
navigation and positioning systems founded in 2024

■ New company, experienced team

■ GNSS / radio-navigation expertise

■ Collaboration with ESA, Eurocontrol, and European industry partners

■ Participation in numerous ESA satellite navigation projects

■ Application domains: aviation (including drones), other modes of 
transport, autonomous mobility

■ Typical Services:

■ Consulting & technical advisory

■ Algorithm design & software development

■ Data analytics for navigation & mobility systems
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Workshop’s Main Message(s)

■ GNSS can be inaccurate

■ GNSS can be unavailable

■ GNSS can be deceiving

■ GNSS can be attacked
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Von der Leyen’s plane jammed?
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https://www.clecat.org/news/newsletters/eu-steps-up-response-to-gnss-spoofing-and-jamming
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What is GNSS, and 
how (much) do 

we depend on it?
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What is (a) GPS?

■ Everyday speech:

■ “A” GPS is a navigation 
device

■ Brings you from A to B

■ Tells you where to turn to 
achieve this
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What is (a) GPS?


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Scope of GNSS for our workshop


GPS

Receiver

Map

Computer

Navigation Device

position
location

on mapGPS

Receiver

position

■ Position drives the navigation computer
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What is GNSS (or GPS)?

■ GPS = Global Positioning System

■ GNSS (Global Navigation Satellite System) is the generic 
term for satellite-based systems that provide positioning, 
anywhere on (or near) Earth.

■ It includes multiple national and regional systems, such as:

■ GPS (United States)

■ GLONASS (Russia)

■ Galileo (European Union)

■ BeiDou (China)

■ Provide Position (enabler for Navigation)
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Working principle

■ GNSS works by transmitting precise time 
signals from satellites. 

■ A receiver calculates its position by 
measuring how long these signals take to 
arrive from multiple satellites.

■ (Radio)signals travel at known speed:

■ Distance determines the travel time 

■ Travel time allows to compute the distance
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Distances to position

Can compute position 
from 2 or 3 ranges 
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Distances to timeDistances to time

Can compute precise 
time from range when 
position is known

Atomic clock
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GNSS Is Everywhere

■ Global Navigation Satellite Systems (GNSS) 
provide positioning, navigation, and timing (PNT) 
services worldwide.

■ Every day, billions of people and systems rely on 
GNSS signals

■ Nowadays it is critical infrastructure, comparable 
to electricity or the internet.

■ Therefore: vulnerability is a problem
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GNSS devices in numbers

Source: EUSPA GNSS market report 2024
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The Global Economy of GNSS

Source: EUSPA GNSS market report 2024
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Everywhere?
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GNSS is trusted

■ Perceived Authority: Users often perceive the 
navigation voice or visual display as an infallible 
authority, leading them to follow instructions 
even when they contradict visible road signs or 
common sense.

■ Automation Bias

■ Perceived as objective hence true

■ Efficiency and convenience reinforce trust and 
dependency over time (cognitive shortcut)
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Trust not always justified…

https://www.odditycentral.com/news/tourists-end-up-stuck-on-ski-slope-after-following-gps-directions.html
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“Death by GPS”

■ When GNSS lies 
convincingly, 
users often 
comply (even 
when reality 
disagrees!)

https://www.surinenglish.com/spain/blindly-trust-the-gps-20250325083457-nt.html
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Critical Infrastructure Depending on GNSS

https://archive.gps.gov/multimedia/presentations/2014/11/ICG/dhs.pdf
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Key Sectors That Depend on GNSS

■ Transport & logistics

■ Aviation navigation and landing

■ Maritime shipping and port operations

■ Road transport, fleet management, ride-hailing

■ Telecommunications & digital services

■ Precise GNSS timing synchronizes mobile networks and internet

■ Finance

■ Timestamping of financial transactions

■ Energy

■ Power grid synchronization and monitoring

■ Industry & agriculture

■ Precision farming

■ Construction, surveying, automation, robotics
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What dependency means

Without GNSS, many systems would 
degrade or stop within hours.
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Jamming and spoofing

■ Jamming blocks satellite navigation : 
signals: no position, no time!

■ Spoofing feeds users believable but 
false location data or erroneous 
time
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Aviation example 1

https://insidegnss.com/fcc-fines-operator-of-gps-

jammer-that-affected-newark-airport-gbas/



27

Aviation example 2

https://www.gpsworld.com/nasa-report-passenger-aircraft-nearly-crashes-due-gps-disruption/

Temporary GPS recovery led to premature GPS-based clearance, 
followed by loss of navigation accuracy and a near-terrain conflict.
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Aviation example 3

https://eutoday.net/russian-gnss-interference-disrupted-123000-flights/
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https://www.voanews.com/a/north-korea-jams-gps-signals-affecting-ships-aircraft-in-south/7858015.html
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Effects on aircraft navigation

■ Navigation impact

■ Jamming blocks satellite navigation signals

■ Spoofing feeds aircraft believable but false location data

■ Safety risk: 

■ Pilots may lose accurate location awareness or unknowingly rely on 
incorrect information

■ System and operational effects

■ Tracking, collision warning, and safety monitoring systems become less 
reliable

■ Flights may need to change routes, avoid certain areas, or revert to less 
efficient procedure

■ Economic impact:

■ More delays, diversions, fuel use
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Automotive example
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Effects on car navigation

■ Navigation impact

■ Jamming blocks satellite navigation signals

■ Spoofing feeds aircraft believable but false location data

■ Safety risk

■ Drivers or automated systems may receive incorrect directions, 
positioning, or speed information

■ System and operational effects:

■ Driver-assistance, collision avoidance, emergency services, and vehicle 
tracking become less reliable

■ Route guidance, fleet management, traffic optimization perform poorly

■ Economic impact

■ Delays, higher fuel use, logistics inefficiencies, service disruptions...
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Maritime spoofing example

https://www.gpsworld.com/new-gps-circle-spoofing-moves-ship-locations-thousands-of-miles/
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Effects on maritime navigation
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Effect on telecommunications
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Power Grids heavily rely on GNSS timing
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Power Grid Example

https://rntfnd.org/2024/04/21/gps-jamming-and-ukraines-electrical-grid-cisco-talos/
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One country vulnerable to power grid interference is 

Taiwan…said Holmes Liao, a former distinguished 

adjunct lecturer at Taiwan’s War College. This “places 

the grid in a state of extremely high risk,” he 

continued. “If a fault or severe weather occurs during 

this time, the lack of observational capability could 

lead to a blackout that was otherwise avoidable.”
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Effect on power grids

■ Power grids rely on satellite signals for precise time synchronization, 
not location

■ Jamming blocks timing signals; spoofing delivers incorrect but 
believable time data

■ System and economic impact

■ Protection systems, fault detection, and monitoring may operate 
incorrectly or shut down equipment

■ Increased outage risk, service disruptions, recovery costs, and 
downstream effects on critical services

■ Grid components may fall out of sync, increasing the risk of 
miscoordination and instability



40

Impact on satellites
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Russia's Pole-21E electronic countermeasures systems are 
designed to radiate energy in attempts to confuse cruise 
missiles, guided bombs, and other satellite-guided systems. 
Russian Ministry of Defense
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Estimated Economic loss of losing GNSS
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Even More Final Words

https://techhq.com/news/un-agencies-say-gps-interference-is-getting-worse-heres-whats-at-risk/

“Global Navigation Satellite Systems are 
important to our safety on land, at sea 
and in the air,” said ITU Secretary-General 
Doreen Bogdan-Martin. “Member States 
should ensure the uninterrupted 
operation of these systems for everyone’s 
safety and the resilience of essential 
services that our lives depend on.”
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Workshop Practicalities

■ Signatures

■ Lunch

■ Schedule

■ Feedback
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• https://infinidome.com/gps-jamming-map/

https://infinidome.com/gps-jamming-map/
https://infinidome.com/gps-jamming-map/
https://infinidome.com/gps-jamming-map/
https://infinidome.com/gps-jamming-map/
https://infinidome.com/gps-jamming-map/
https://infinidome.com/gps-jamming-map/
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